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PART A — (10 x 2 = 20 marks)

1. How ecan vou represent the number — 6 in one’s complement arithmetic using

 only four bits?
2. Write a note on IEEE 802.11.
3 Differentiate between IPv4 addresses and IPv6 addresses.

4 Wﬁa.‘i: is the difference between the delivery of a frame in the data link layer

- and the delivery of a packet in the network layer?
5 Why do we need a DNS system when we can directly use an TP address?

" 6. Compare the TCP header and the UDP header. List the fields in the TCP

- header that are missing from UDP header. Give the reason for their absence.
T :._ ' VVhat is security service and its categories?
8_. ' Whlch type of algorithms does a digital signature consist of?
9. What is probe attack in network security?

10. Differentiate between a virus and a trojan.
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PART B — (5 x 13 = 65 marks)

In CRC, show the relationship between the following entities. (Here, size
means the number of bits) :

(1) The size of the dataword and the size of the codeword (3)

(i) The size of the divisor and the remainder (3)
(1i1) The degree of the polynomial generator and the size of the divisor

(3)

(iv) The degree of the polynomial generator and the size of the

remainder (4)

Or

Explain in detail about the seven layers of the OSI architecture model
with neat diagram.

(i)~ Compare and contrast between unicast and multicast routing.  (6)

(ii)' Compare and contrast between interdomain and intradomain
routing protocols. (7

Or

An TPv4 'dat.a'g'ram has arrived with the following information in the
header (in hexadecimal) :

O x 45 00 00 54 00 03 58 50 20 06 00 00 7C 4E 03 02 B4 OF OF 02

@) Ts the packet corrupted? (2)
(i) Ts the packet fragmented? (2)
(1) What zs thé size'_bf th.e' data? (2)
(1v) How many.m.or.e routers can the packet travel to? {2)
) VVhatisthei&enmikatﬁﬁ;nuniberofthepacket? (2)
(vi) What is the type of service? (3)

lustrate in detail about congestion control and its avoidance technigues.

Or
(iy Exemplify in detail about Domain Name System. (6)
(i) Describe in depth about WWW and HTTP protocol. (1)
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“sender; the second removes bytes at the receiver.

®)

(1)  Bxplain in detail about RSA algorithm with an example. {n)

(i) Exémplify in detail about Advanced Encryption Standard (AES). (6)

.(i)' | ; Descnbe the working nature of Secure Hash Algﬁrlthm (SHA) (6)

(ii)_ : 'Illustra‘te about hash functions 1n cryptography. : = D
Explam in detall about blockchain technology and its features

Or

(i). Exemphfy in detaﬂ about side channel attack in hardware secunty

(7)

-'.(';) '.Iﬂu:s.traté in detaﬂ "about hardware security best practices and

S counter measures e (6)

PART C — (1 X 15 15 marks)

Désigni'two algorithms'-for'byte-stufﬁn'g. The first adds bytes at the

Or

"An ofgaﬁlza'tloﬁ is granted the block 16.0.0.0/8. The administrator wants
. to create DOO ﬁxed 1ength subnets

(i)_:._ ¥ Fmd the subnet mask L (3)
' @y : Flnd _the number__of addresses in each subnet. (4)
Gy F_i'nd'thé:_ﬁrs't'ai;d_léét'a&dresses in subnet 1. (4)

' '(iv).' Fmdthe :Er:fst .a.irid'liast addresses in subnet 500. {4)




