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Answer ALL questions.

PART A — (10 x 2 = 20 marks)

1.  Find the cipher text using transposition technique, if the Iﬁességé'.isl”'-—” LY

“anna university”, key = 3.
2. Incrypt analysis, what is meant by di-gram and tri-gram?
3. Compute GCD (65,20) using Fuclid Algorithm.
4 list any two strengths of AES.
5. Using Euler Totient Function, @ (35) =7
6.  How to test the given number is prime or not using Ferma{:’s algorlthm‘P = SRS

7 In RSA algorithm, the encrypted text will be decrypted, and it will 'reﬁhrn the
original message. Is it possible 1n SHA? Justify your answer. ) T

8. List any two real time applications of digital signature.

9. Which security device helps to filter the incoming traffic? Discﬁ_ss_ b’rieﬂy .abou}t_'_" RN

10. Differentiate malicious software vs Virus.
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PARTB —(5x13=65 marks)

Discusa Confidentiality, Integrity, Authentication‘, Availzabﬂity and .

Nonrepudiation with technical k_'ey fat;tors. i
' o =

Explain'aﬁy 'thr.e'é t.ype's:of SQb's'tif;ut;ién i?échlil:iq&éS. Wlth proper e.xa.mplés.
Explore iﬁ deta.i}:abé:uf:t.}i'e. eneroundprocesq Of DES encrj}?tion and.its B
functionalities. . F e B

L Or i
Discﬁss thg féﬁr njiéjér key _{J;.ﬁe.l.“é‘;t.i;}hs._.bf AES ﬁvitlf:I its major fe;:hni'é'al 2
factors. . . LT SRR '

Alice and Bob 't:dmmuniéafe_ _éach""dthér--tiéi‘n'g .secu.re&-'chat-'systém.;-

Propose a Diffie Hellman, (DHY b'éiéé'd"k'éy exchange with proper flow

diagram. Also discuss, how the Man in the m’iddle_ attaCks"affeCts the DI -
key exchange? e e T

Describe: Chinese .R.'émaindér: théojcé_:m.; and 'its application in cyber :
. security, R S e I B0

Write brief notes about the MAC on’ Iii'es's'ag'éz__'a'u'thénticatio.n," 'mess'.age'.____ r
authentication with. confidentiality process. Also discuss the security- i

aspects of MAC, - = - _
Demonstrate: The technieal oﬁéi*_étions of SHA i e

Consider that yoUu are a web dé‘éigﬁer aﬁd. 'develoﬁjed your owh weh site.._'
Discuss the various types of attacks which will affects the web gite and
provide its prevention methodology: i - :
Our email communication has .se'vérél'.'pbséib.le' attacks. How-.thés'é
attacks will be secured using PGP, Write your answer with technical
factors. R LTI TR _ _
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" PART C— (1 x 15 = 15 marks)

Find the éij)hei" text of the message = “hi” using RSA algorithm. Use the
following data for computation: p=3, q=11, ascii(h)=104.

or

Usmg Elhptlc curve encryptlon/d[ecryptlon scheme, ke.y"exchange
between users Ahce and Bob. is " accomplished. Compute from the
following ECC data Ahce wishes to encrypt the message Pm = (10,9) and
thooses the random Value K“S Determine the 01phertext Cm and
compute Bob 3 pubhc key PB

ECC Data Eﬂyptm group of pomts EH (1 6) and pomt G on the elhptlc
curve is G (2 7) B s secret key IS nB 7.
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