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PART A — (10 x 2= 20 marks)
.1-. Define Security. -What are the multiple layers of Security?
2. Why is a methodology crucial to putting information security into pra(:zt.i.(.:é?-:“_-:.".'. SR

3.  Show with the help of points the four important functions for an orgamzatlon_-__.;'.__':f_'.'_
based on the information security. SE

4.  Express the logic behind using a license agreement window and the use of'-_' e
online registration process to combat piracy. '

a. Give the meaning of dumpster diving’ with respect to informatio'n'Séc':m_"ify-.__:g e
6.  What is the asset Valuation? List any two components of asset Val'ﬁa:‘iﬁié.n:.-i_.-_}_' i
7. Write the drawbacks of IS0 17799/B5 7799,

8, Examine using the diagram for spheres of security.

9. Differentiate signature-based IDPS and behavior-based IDPS (Intrusmn:f:'_
Detection and Prevention System). G

Compare Cryptography and Steganography.
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PART B — (5 x 13 = 65 marks) -

Describe the components of System Development Life Cycle with neat
sketch. T T

Give a succinct explanation of the security of each ‘tomponent of an
information security system. - R L

Hiustrate the metho'&s' does  a ‘social ehgiheériﬁg hacker use to gain
information about a users Iogin id and password? How would this method

differ if it were targeted towards an administrators assistant versus a
data-entry clerk? ' ST : o .

Loe

Q@ 'Explain'th'e*cohﬁdéﬁﬁaﬁtyboﬁciéé-.ﬁ,"{!_-'_ S g

(i) Discuss in detail about éﬁg-'ﬁypgs'f-g_f security pohcws @
Design * and- develop Rlsk Assessment usmg sample ’I‘VA éﬂ[‘hraét
Vulnerability Asset) spreadshegt;" L g SR e

(1) Expléiﬁ in détéﬂ 'djst BeneﬂtAnalysm and Eﬁﬁéé.ufe. .F.a'c:to_r.. _ .'.(8).'

(i)  Analyze which- 15 mbref'imﬁortéﬁt-.' 't'o"_ the sjfst'e'ms: 'compon'énts-._ _

classification scheme.” " - DU N Sl (D)

Design Security Architecture and explain the goals used for ac.h.ievin:g it.
- Or S -

Describe contingency plannirig? How is it différént_.‘ :ﬁ*om“r'.c'autin'e

management planning? What “are: the_ components  of -eontingency:

planning? ' R S EAEREE SRR :

Describe the various types of Iﬁtruéiéﬁfﬁetebtioﬁ System (IDS), including
the benefits and drawbacks of each. _ _ S .

Or
(1)  Evaluate Hone.ypots, Heneynets and Padded céﬂs. ' L {7

(i)  Assess the dictionary attack, Timing attacks and Defehdiﬁg'against
attacks. o (6)
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PART C— (1 x 15 = 15 marks)

How has the perceptwn of the hacker changed over 1ecent vears'j:_ &
Compose the profile of a hacker today.

Or

Explain how do screened host architectures for firewalls differ from
screened subnet firewall architectures? Which of these offers more
security for the information assets that remain on the entrusted :
network?




