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Answer ALL questions.

PART A — (10 % 2 = 20 marks)
1.  Compare passive and active attack.
2. List the advantages and disadvantages of one-time pad cipher.
3.  Mention the purpose of cryptanalylsis.
4. What is meant by avalanche effect?

5.  Find the value of $(59) using Euler’s totient function.

6.  What is a primitive root of a number? Give an example,

=~

Compare Hash and MAC.
8. What is Kerberos realm?

9. List the difference between PGP and S/IMIME.

10. What is tunnel mode in [PSec?




ART B — (5 x 13 = 65 marks)

¥ us security mechanisms. .. &)
éﬁ{éiﬁple, explain playfair cipher. o (4)

llowing using double columnar transposition. {4

er_ability, threats and attack. (5)

s plain text and BWVQRSUFN as key. Encipher
ing Hill cipher. (8)

_fk? Explain it. (5)

45) using extended Euclidean algorithm. (8)
Or
in elec onic code book and cipher block chaining. (8)

_ _cat_ﬁe’ inverse of 438 in mod 2567. (5)

Fermat Théorem. Solve the 67% mod 83 and 89™ mod 79

L . _ (8)

_te" on elliptic curve cryptography. o (5)
Or

f X using Chinese remainder problem. (8

K50 HOW .'does it work? Discuss in detail.



i5.

16,

(&)

(b)

(a)

(b)

©  Discuss about SMIME, (8)

(1)  Write short notes on SSL S (5)
(1)  Describe the approaches ucserl for intrusion detection. (8)
(i)  Explain various types of Vnuses L o (3)

PART C . (}i x 10 15 marks)

Write Diffie-Hellman algomthm_._ Fmd_ the secret key shared between user
A and user B using Diffie-Hellman algorithm for the following.

q=673; a=5 X, =418 and X, =59. - ' (15)

Or

Solve the following: p: - 31 3 q 67; e =7; M =413 using RSA
algorithm. Find public key and private key and perform encryption and
decryption. (15)




